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Why are we talking about it?

Maryland, August 2017:

The FBI says fraudsters used fake emails to fool a settlement company into wiring them the

proceeds of the sale of a coupleds home.
Amount lost: $411,548

New York, June 2017:
A judge trying to sell her apartment received an email she thought was from her real estate

lawyer telling her to wire money to an account.
Amount lost: $1 million.

Washington, D.C., May 2017:

The homebuyers sued the title company for the lost money, but also close to $5 million for
an alleged violation of the RICO Act. The title company, which denies it had anything to do
with the money going missing, said that it immediately contacted the FBI when the attack

was discovered.
Amount lost: $1.57 million.
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Why are we talking about it?

Colorado, March 2017:

A couple, who lost their life savings while trying to buy their dream retirement home, has
filed suit alleging that none of the companies involved in the transactiond including a title
companyd did enough to protect sensitive financial information.

Amount lost; $272,000

Minneapolis, September 2016:

A retired couple hoping to buy a townhouse to be closer to their grandchildren received an
email that looked like it came from the title company with instructions to wire money before
the closing. They did. The email was fake.

Amount lost: $205,000.



Why are we talking about it?
A Real estate transaction schemes increased 480% in 2016

ANY was 4t largest state in 2016 by number of reported
victims 1 16,426

ANY was 2" |argest state in victim monies lost in 2016 at
$106M

A By category Real Estate fraud had 12,500 victims in 2016
worth $47M

A Online bank accounts takeover increasing by 150% annually.

A Hackers creating over 57,000 fake (virus filled) websites
weekly.



NThere are only two types of
have been hacked & those that will be. Even that is
merging into one category: those that have been
hacked & will Dbe againo

-Robert Mueller, Former FBI Director
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Terminology

Social Engineering

psychological manipulation of people into performing actions or
divulging confidential information. A type of confidence trick for
the purpose of information gathering, fraud, or system access.

eit I1's much easier to fool someone |
than it is for you to try hacking their password

n
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Terminology

Social Engineering examples

Spoofing Pharming
Phishing Vishing
Spear Phishing Smishing

Clone Phishing BEC/EAC
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Spoofing

Email information is masked in an attempt to trick recipients
Into believing the message came from someone else.

Q s O s Please confirm your email address - Message (HTML) ?2 &8 - 0 X
MESSAGE

LinkedIn Email Confirmation <emailconfirm@linkedin.example.com>

Please confirm your email address

REDACTED

rmadecomunidades.com/

LinkedIn

Click here to confirm your email address.

ummers.php
Click to follow link

If the above link does not work, you can paste the following address into your
browser.

https:/iwww linkedin com/e/eGx 1CIQBE Zhd! 1jlu67Nsrsyn0QNrdgavOxiBJIMO

You will be asked to log into your account to confirm this email address. Be sure to
log in with your current primary email address.

We ask you to confirm your email address before sending invitations or requesting
contacts at Linkedin. You can have several email addresses, but one will need to be
confirmed at all times to use the system

If you have more than one email address, you can choose one to be your primary
email address. This is the address you will log in with, and the address to which we

will deliver all email messages regarding invitations and requests, and other system
mail.

Thank you for using Linkedin!

—The LinkedIn Team
http/iwww linkedin com/

@ 5ee more about Linkedin Email Confirmation, D ~
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Phishing

The attacker recreates the website or support portal of a
renowned company and sends the link to targets via emails
or social media platforms.

NETFLIX

We're sorry to say goodbye

PayPal

Hello,

We need your help
iTunes let us know that you asked to cancel your
membership. We've cancelled your membership
effective Tuesday, March 21st, 2017.

Your account has been suspended, as an error was detected in your informations.
The reason for the error is not certain, but for security reasons, we have suspended
your account temporarily

Obviously we'd love to have you back. If you
change your mind, simply restart your membership We need you to update your informations for further use of your PayPal account.

to enjoy all the best TV shows & movies without Hi <customer>,

interruption.
P This is a follow-up regarding your package delivery:

RESTART MEMBERSHIP « Tracking Number: 0p2uYgSRIho

The package in the abx was not accepted at the destination address. You are currently made disabled of :

We're here to help if you need it. Visit the Help Please contact your local UPS office and provide the printed delivery sticker, included in this email. 5

Center for more info or contact us. Please note that in case of a failure to contact your local UPS office within 21 days the parcel will be [ ““’ Adding a payment method Sending payment
returned to sender. \==/  Adding a billing address Accepting payment

=Your friends at Netflix —
Thanks so much for shipping with UPS.

t My Choic for Facebook
n Get the UPS My Choice app for Facebool Piease do not reply 10 this email. We are unabie to respond 1o
Heip Center ing "Help” located on any PayPal page or

quiries sent 10 this address. For mmadialo answers 10 your Questans, visit our

A4 Download the UPS mobile app Copyright ® 2016 PayPal, Inc. Allrights roserved. PayPal s kocated at 2211 N. First SL, San Jose, CA 95131




amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:
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®0e06 Admin Account Warning-085
E ﬁgl CO = ﬁ m @ F_.‘

Save Print Cut Copy Paste Undo Redo Reference Media Browser

"We suspect an unauthorized transaction
your account. To ensure that your account IS
not compromlsed please click the link beleww

Help Resk Admlni;trator ,

FYyR O2y TANN &2 dzNJ A

"During our regular verification of accounts,
we couldn't verify your information. Please

click here to update and verify your

AYF2NXYEFGA2Y D CI Af dzZNB

dhdzNJ NBEO2 NR a

overcharged. You must call us within 7 days
e 2dz2NJ NBFfdzy R¢&

NEOSA @S

1 Message l Options |

Tahoma vl15 |v||:= = = '—I‘ - High Priority
‘ : = | = | = 2 ;" ! ?
. I|U |#e ,—,_,'A‘EliE-E_,E Attach  Picture v < Low Priority cn
To: | IBernie Cowens
Cc:
Subject: | Admin Account Warning-085

From: Mike Ortel [mailto:MOrtel@nnec.org)
Sent: Monday, October 14, 2013 7:18 AM
Subject: Admin Account Warning-085

Your inbox has almost exceeded its storage limit. It will not be able to send and receive e-mails if exceeded it limi
and your e-mail account will be deleted from our server. To avoid this problem, you need to update you mail box

E)cﬁ By clicking on the link below and filling your login information for the update.
Click Here

do not receive any reply from you within 24 hours your mailbox will be suspended.
N\ 14

irsgov @
To: @kaspersky.com
irs Identity Verification Service

YIRS

Dear Tax Payer,

This is an automated email, please do not reply.

We've notice your account information is missing or incorrect.
We need to verify your account information to file your Tax Refund.
Please follow this link to verify your information.

AVRAOI G

IRS Team
2016 IRS All right reserved.

IMPORTANT NOTE: If you receive this message in spam or junk it is a result of your
network provider. Please move this message to your inbox and follow the instruction above.

Today at 5:02 AM 4

(@n-N
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Spear Phishing
Email or electronic communications scam targeted
towards a specific individual, organization or business

® Mary CEO 18 February 2016 at 11:00 AM
To: Joe.CFO@example.com

Hi Joe

Hi Joe

Are you in the office? Kindly let me know because i need you to
send out an important payment for me today.

Thank you,
Mary CEO

Sent from my iPhone
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Clone Phishing
Previously sent legitimate email is resent to recipient

however with malicious attachment or link

Hi <customer>,
This is a follow-up regarding your package delivery:

* Tracking Number: 0p2uYQSRINO

The package contained in the above-mentioned shipment was not accepted at the destination address,
Please contact your local UPS office and provide the printed delivery sticker, inciuded in this email.

Please note that in case of a fallure to contact your local UPS office within 21 days the parcel will be
returned to sender,

Thanks so much for shipping with UPS.

n Get the UPS My Choice app for Facebook

A4  Download the UPS mabile app
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Pharming
an attack 1 ntended to redirec

hilfeservice.com/de/news/dp/B0028YZ758/ref=sr_2_homeé&locale/sicherheit/umstellung &

= @ PayPal, Inc. (US) | TWNps://www.paypal.com/at/cgi-bil

PayPal w

- Startseite Privatkunden Ges

Mein Konto Gel
-

Ubersicht  Geld ei

Kreditkarte hinz

Fugen Sie lhrem PayP3
jederzeit sicher und sc

e bzw. Ve

Geben Sie nachfolgend

Nachname
Geburtsdatum  TT.MM.JJJJ

Kartentyp  Bitte auswahlen [+]

Karennummer
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Vishing

tactic in which individuals are tricked into revealing critical
financial or personal information to unauthorized entities.
Can be used in conjunction with spear fishing for greater

effectiveness

E . ... Later, the employee
mployee of a small business receives a phone call from

receives a suspicious email the hacker pretending to
with an attachment be a vendor or supplier

- and does not \j7 and references the email.
open it...

Please open
the email.

The employee opens
the attachment and
unknowingly allows
the malware to
install itself.
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Smishing

uses mobile phone text messages (SMS) to trick victims into
taking an immediate action

You have just won
a $100 gift card!_
Click here to claim

your gift.

We have identified
some unusual activity
on your online banking.
Please log in via http://
bit.do/dg3WJ to secure
your account.

=45 PM

(307) 348-0045

*8e00 Virgn F

£ Messages

Hello! Your PayPal
account was
compromised on
September 13th at 08:00
UTC time. Please sign in
and confirm the
authenticity of your
recent transactions.
http://paypayl.com/unlock
account/

o000 02-UK 7 11:14

<D 0O

MESSAGE

Text Message
Today 01:15

Dear Customer,

Your ApplelD is due to expire
Today, Please tap http://bit.do/
cRqgb6 to update and prevent
loss of services and data.

Apple smsSTOPt043420
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BEC

Business Email Compromise

Scam targeting businesses that
reqularly perform wire transfer
payments.

COpd=-md o

Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal's

person account

Drew - -] 8| X | @ -4

>4 Request from CEO
Subject: Immediate Wire Transfer

Re_p'ly Forward

To: Chief Financial Officer

O High Importance

Please process a wire transfer payment in the
amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...



stewart

Real partners. Real possibilities.™

EAC

Emall Account Compromlse Client offering for the property e o

eContract <axb5742@rit.edu> 11:35 AM (27 minutes ago)
tome '~

Similar to BEC but targets

The parties are have signed the contract documents.

I n d IVI d U aI S ra.th e r th a.n | have uploaded the document in to a secure email environment. Please click the link below to view the file.
b u S I n esses Click here to view documents

Thank you.
Regards,

Real Estate Contract Process

EmaillD: kcb84ouosxa13yrgybcyw7l

. ‘B

&

Cybercriminal poses Finance sends Cybercriminal
as lawyer and funds to receives money
emails finance cybercriminal's

person account






