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Why are we talking about it?  

Maryland, August 2017: 

The FBI says fraudsters used fake emails to fool a settlement company into wiring them the 

proceeds of the sale of a coupleôs home. 

Amount lost: $411,548 

 

New York, June 2017:  

A judge trying to sell her apartment received an email she thought was from her real estate 

lawyer telling her to wire money to an account.  

Amount lost: $1 million. 

 

Washington, D.C., May 2017: 

The homebuyers sued the title company for the lost money, but also close to $5 million for 

an alleged violation of the RICO Act. The title company, which denies it had anything to do 

with the money going missing, said that it immediately contacted the FBI when the attack 

was discovered.  

Amount lost: $1.57 million. 

 



Colorado, March 2017: 

A couple, who lost their life savings while trying to buy their dream retirement home, has 

filed suit alleging that none of the companies involved in the transactionðincluding a title 

companyðdid enough to protect sensitive financial information.  

Amount lost: $272,000 

Minneapolis, September 2016: 

A retired couple hoping to buy a townhouse to be closer to their grandchildren received an 

email that looked like it came from the title company with instructions to wire money before 

the closing. They did. The email was fake.  

Amount lost: $205,000. 

 

Why are we talking about it?  

 



ÅReal estate transaction schemes increased 480% in 2016 

ÅNY was 4th largest state in 2016 by number of reported 

victims ï 16,426 

ÅNY was 2nd largest state in victim monies lost in 2016 at 

$106M 

ÅBy category Real Estate fraud had 12,500 victims in 2016 

worth $47M 

ÅOnline bank accounts takeover increasing by 150% annually. 

ÅHackers creating over 57,000 fake (virus filled) websites 

weekly. 

 

Why are we talking about it?  

 



ñThere are only two types of companies: those that 

have been hacked & those that will be.  Even that is 

merging into one category: those that have been 

hacked & will be againò 
 

-Robert Mueller, Former FBI Director 

 

 



Terminology 
 

 



Social Engineering 

psychological manipulation of people into performing actions or 

divulging confidential information. A type of confidence trick for 

the purpose of information gathering, fraud, or system access.  

 

 

 

 

 

Terminology 

 

éit is much easier to fool someone into giving you their password 

than it is for you to try hacking their password  



Social Engineering examples 

 

 

 

 

 

 

 

Terminology 

 

Spoofing 

 

Phishing 

 

Spear Phishing 

 

Clone Phishing 

 

 

Pharming 

 

Vishing 

 

Smishing 

 

BEC/EAC 



Email information is masked in an attempt to trick recipients 

into believing the message came from someone else. 

 

 

 

 

 

 

 

Spoofing 

 



 

 

 

 

 

 

 

 

Phishing 
The attacker recreates the website or support portal of a 

renowned company and sends the link to targets via emails 

or social media platforms.  



"We suspect an unauthorized transaction on 
your account. To ensure that your account is 
not compromised, please click the link below 
ŀƴŘ ŎƻƴŦƛǊƳ ȅƻǳǊ ƛŘŜƴǘƛǘȅΦά 
 
"During our regular verification of accounts, 
we couldn't verify your information. Please 
click here to update and verify your 
ƛƴŦƻǊƳŀǘƛƻƴΦ CŀƛƭǳǊŜ ǘƻ ŀŎǘ ƛƳƳŜŘƛŀǘŜƭȅΧϦ 
 
άhǳǊ ǊŜŎƻǊŘǎ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ȅƻǳǊ ŀŎŎƻǳƴǘ ǿŀǎ 
overcharged. You must call us within 7 days to 
ǊŜŎŜƛǾŜ ȅƻǳǊ ǊŜŦǳƴŘΦέ 



 

 

 

 

 

 

 

 

Spear Phishing 
Email or electronic communications scam targeted        

towards a specific individual, organization or business 



 

 

 

 

 

 

 

 

Clone Phishing 
Previously sent legitimate email is resent to recipient 

however with malicious attachment or link  



 

 

 

 

 

 

 

 

Pharming 
an attack intended to redirect a websiteôs traffic to another, 

bogus site 



 

 

 

 

 

 

 

 

Vishing 
tactic in which individuals are tricked into revealing critical 

financial or personal information to unauthorized entities.  

Can be used in conjunction with spear fishing for greater 

effectiveness   



 

 

 

 

 

 

 

 

Smishing 
uses mobile phone text messages (SMS) to trick victims into 

taking an immediate action 



 

 

 

 

 

 

 

 

BEC 
Business Email Compromise 

 

Scam targeting businesses that 

regularly perform wire transfer 

payments.   



 

 

 

 

 

 

 

 

EAC 
Email Account Compromise 

Similar to BEC but targets 

individuals rather than 

businesses 




